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NAME
ovs—actions — OpenHRlactions and instructions with Open vSwitch extensions

INTRODUCTION
This document aims to comprehergh document all of the OpenRloactions and instructions, both stan-
dard and non-standard, supported by Open vSwitgadiess of origin. The document includes informa-
tion of interest to Open vSwitch users, such as the semantics of each supported action and the syntax used
by Open vSwitch tools, and to#opers seeking touild controllers and switches compatible with Open
vSwitch, such as the wire format for each supported message.

Actions
In this document, we define actionas an OpenFie action, which is a kind of command that specifies
what to do with a packet. Actions are used in OpemRlows to describe what to do when the vilo
matches a packet, and in avfether places in OpenRlo Each version of the OpenRlospecification
defines standard actions, and beyond thatyn@penFlav switches, including Open vSwitch, implement
extensions to the standard.

OpenFlav groups actions in tavways: as a@ction listor anaction setdescribed belw.
Action Lists

An action list a mncept present invery version of OpenFle, is Smply an ordered sequence of actions.
The OpenFlwr specifications require a switch taeeute actions within an action list in the order specified,
and to refuse toxecute an action list entirely if it cannot implement the actions in that order [OpenFlo
1.0, section 3.3], with one exception: when an action list outputs multipletsathe switch may output
the packets in an order fiifent from that specified. Usuallhis exception is not important, especially in
the common case when the packets are output to different ports.

Action Sets

OpenFlav 1.1 introduced the concept of action set An action set is also a sequence of actions, but the
switch reorders the actions and drops duplicates according to rules specified in the v@pgpa€ilica-
tions. Because of these semantics, some standard Opeagtions cannot usefully be included in an
action set. For some, but not all, Open vSwitetersion actions, Open vSwitch defines its own action set
semantics and ordering.

The OpenFlwr pipeline has an action set associated with it as a packet is processed. After pipeline process-
ing is otherwise complete, the switckeeutes the actions in the action set.

Open vSwitch applies actions in an action set in the following order: Except as noted otherwis¢hbelo
action set onlyxecutes at most a single action of each type, and when more than one actiovenftygpgi
is present, the one added to the set later replaces the earlier action:

1. strip_vlan
pop_mpls
decap
encap
push_mpls
push_vlan
dec_ttl
dec_mpls_ttl
dec_nsh_ttl

All of the following actions arexecuted in the order added to the action set, with cumula-
tive dfect. That is, when multiple actions modify the same part of a field, the later modifi-
cation takes effect, and when yhaodify different parts of a field (or ddrent fields), then
both modifications are applied:
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. load

. move

. mod_dl|_dst

. mod_dl_src

. mod_nw_dst
. mod_nw_src
. mod_nw_tos
. mod_nw_ecnh
. mod_nw_ttl

. mod_tp_dst

. mod_tp_src

. mod_vlan_pcp
. mod_vlan_vid
. set_field

. set_tunnel

. set_tunnel64
set_queue

group, output, resubmit, ct_clear, or ct. If more than one of these actions is present, then

the one listed earliest abmis executed and the others are ignoredjardless of the order

in which they were added to the action set. (If none of these actions is present, the action
set has no real effect, because the modified packet is not sent anywhere and thus the modifi-
cations are not visible.)

An action set may only contain the actions listedvabo

Error Handling
Packet processing can encounter a variety of errors:

Open vSwitch

Bridge not found

Open vSwitch supports an extension to the standard OpewBldroller action called a

“ continuatior, w hich allows the controller to interrupt and later resume the processing

of a paclet through the switch pipeline. This error occurs when such a&fmgocess-

ing cannot be resumed, e.g. because the bridge processing it has been destroyed. Open
vSwitch reports this error to the controller as Open vSwitetension error
NXR_STALE.

This error preents packet processing entirely.

Recursion too deep

While processing a gen packet, Open vSwitch limits the flo table recursion depth to

64, to ensure that packet processing uses a finite amount of time and space. Actions that
count against the recursion limit includesubmit from a gven OpenFlav table to the

same or an earlier tablgroup, and output to patch ports.

A resubmit from one table to a later one (equivalently. agoto_tableinstruction) does

not count against the depth limit because resubmits to strictly monotonically increasing
tables will eentually terminate. OpenRlo tables are most commonly veased in
numerically increasing ordeso this limit has little effect on caentionally designed
OpenFlav pipelines.

This error terminates packet processingy Arevious side dects (e.g. output actions)
are retained.
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Usually this error indicates a loop or other bug in the OpenRiow tables. D assist
delugging, when this error occurs, Open vSwitch 2.10 and later logs a trace of the pack
execution, as if byovs—appctl ofproto/trace, rate-limited to one per minute to reduce the
log volume.

Too mary resubmits
Open vSwitch limits the total number @submit actions that a gen packet can gecute
to 4,096. For this purposgoeto_tableinstructions and output to thable port are treated
like resubmit. This limits the amount of time to process a single packet.

Unlike the limit on recursion depth, the limit on resubmits counts all resubniEdre
less of direction.

This error has the same effect, including logging, as exceeding the recursion depth limit.

Stack too deep
Open vSwitch limits the amount of data that plush action can put onto the stack at one
time to 64 kB of data.

This error terminates packet processingy Arevious side dects (e.g. output actions)
are retained.

No recirculation context

Recirculation conflict
These errors indicate internal errors inside Open vSwitch and should generally not occur
If you notice recurring log messages about these errors, please report a bug.

Too mary MPLS labels
Open vSwitch can process packets witly anmber of MPLS labels, but its ability to
push and pop MPLS labels is limited, currently to 3 labels. Attempting to push more than
the supported number of labels onto a packet, or to pppwamber of labels from a
packet with more than the supported numtsses this error.

This error terminates packet processing, retainingpaevious side effects (e.g. output
actions). When this error arises within theaition of a group tcket, it only terminates
that bucke® execution, not packet processingenall.

Invalid tunnel metadata
Open vSwitch raises this error when it processes av@qmeket that has TV options
with an irvalid form, e.g. where the length in a Vlwould extend past the end of the
options.

This error preents packet processing entirely.

Unsupported packet type
When aencapaction encapsulates a patkOpen vSwitch raises this error if it does not
support the combination of thewmencapsulation with the current patkencap(ether-
net) raises this error if the current packet is not an L3 ga@andencap(nsh)raises this
error if the current packet is not Ethernet, IPv4, IPv6, or NSH.

When adecapaction decapsulates a patkOpen vSwitch raises this error if it does not
support the type of inner pagtkdecapof an Ethernet header raises this error if a VLAN
header is preserdecapof a NSH packt raises this error if the NSH inner packet is not
Ethernet, IPv4, IPv6, or NSH, amtkcap of other types of paeits is unsupported and
also raises this error.

This error terminates packet processing, retainingpaevious side effects (e.g. output
actions). When this error arises within theaition of a group tcket, it only terminates
that bucke® execution, not packet processingenall.

Inconsistencies
OpenFlav 1.0 allows ag action to be part of gnflow, regadless of the fla’s match. Some combinations
do not mak ®nse, e.g. apet_nw_tosaction in a flav that matches only ARP packetsstrip_vlan in a
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flow that matches paeks without VLAN tags. Other combinationsvieaarying results depending on the
kind of packet that the flo processes, e.g.set_nw_srcaction in a flav that does not match on Ethertype
will be treated as a no-op when it processes a non-IPvépadertheless OVS allows all of the almin
conformance with OpenRlo1.0, that is, the following will succeed:

$ ovs—ofctl —O OpenFlow10 add-flev brO arp,actions=mod_nw_tos:12
$ ovs—ofctl —O OpenFlow10 add-flav brO dI_vlan=0xffff,actions=strip_vlan
$ ovs—ofctl —O OpenFlow10 add-flav brO actions=mod_nw_src:1.2.3.4

Open vSwitch calls these kinds of combinatioreonsistenciebetween match and actions. OpenFibl
and later forbid inconsistencies, and disaltbe examples described ajedy preventing such flows from
being added. All of the alve, for example, will fail with an error message if one repla@psnFlow10by
OpenFlowll

OpenFlav 1.1 and later cannot detect and disalldl inconsistencies. For example, theite_actions
instruction arbitrarily delays xecution of the actions inside it, which cawee be @nceled with
clear_actions s0 that there is no way to ensure that its actions are consistent with the packet at the time
they execute. Thus, actions withvrite_actions and some other contexts aneempt from consistenc
requirements.

When OVS gecutes an action inconsistent with the packet, it treats it as a no-op.

Inter—Version Compatibility
Open vSwitch supports multiple Openkleersions simultaneously on a single switch. When actions are
added with one OpenRioversion and then retwed with another Open vSwitch does its best to translate
between them.

Inter-version compatibility issues can still arise when different connections use different QpeeiFo
sions. Backward compatibility is the mostvatus case. Suppose, for example, that an OpenElb ses-
sion adds a flo with a push_vlan action, for which there is no egalent in OpenFlas 1.0. If an Open-
Flow 1.0 session retriges this flov, Open vSwitch must sometwarepresent the action.

Forward compatibility can also be an issue, because later Oper€itsions sometimes rewmfunctional-
ity. The best example is tlqueueaction from OpenFle 1.0, which OpenFlav 1.1 remwed.

In practice, Open vSwitch uses a variety of strategies for inter-version compatibility:

. Most standard OpenRloactions, such aeutput actions, translate without compatibility
issues.
. Open vSwitch supports itxiension actions invery OpenFlav version, so thg do ot

pose inter-version compatibility problems.

. Open vSwitch sometimes adddension actions to ensure backward or forward compati-
bility. For example, for backward compatibility with tlggoup action added in Open-
Flow 1.1, Open vSwitch includes an Openkl.0 extensiorgroup action.

Perfect intetversion compatibility is not possible, so best results require Operdéionections to use a
consistent version. One may enforce use of a particelesion by setting th@rotocols column for a
bridge, e.qg. to forcer0 to use only OpenFio 1.3:

ovs—vsctl set bridge brO protocols=OpenFlow13

Field Specifications
Many Open vSwitch actions refer to fields. In such cases, fields may usually be referred to by their common
names, such asth_dstfor the Ethernet destination field, or by their fulkd or NXM names, such as
NXM_OF _ETH_DST or OXM_OF_ETH_DST. Before Open vSwitch 2.7, only OXM or NXM field
names were accepted.

Many actions that act on fields can also actsoibfields that is, parts of fields, written digld start.end,
wherestartis the first bit anandis the last bit to use ifield, eg. vlan_tci[13..15]for the VLAN PCPA
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single-bit subfield may also be written fesld[offse}, e.g. vlan_tci[13] for the least-significant bit of the
VLAN PCP. Empty brackets may be used to explicitly designate an entire fieldjangtci[] for the entire
16-bit VLAN TCI headerBefore Open vSwitch 2.7, brackets were required in field specifications.

Seeovs—fieldg7) for a list of fields and their names.

Port Specifications
Many Open vSwitch actions refer to Openwlgorts. In such cases, the port may be specified as a numeric
port number in the range 0 to 65,535, although Open vSwitch only assigns port numbers in the range 1
through 62,279 to ports. Openfid.1 and later use 32-bit port numbers, but Open vSwiteér @ssigns a
port number that requires more than 16 bits.

In most contexts, the name of a port may also be used. (The most obvious context where a port name may
not be used is in aovs—ofctl command along with the—-no—namesoption.) When a pod’ rame contains
punctuation or could be ambiguous with other actions, the hame may be enclosed in double quotes, with
JSON:-like gring escapes supported (see [RFC 8259]).

Open vSwitch also supports the following standard Openiplart names (een in contexts where port
names are not otherwise supported). The corresponding Opefflcand 1.1+ port numbers are listed
alongside them but should not be used iw figntax:

. in_port (65528 or 0xff8; Oxfffffff 8)

. table (65529 or 0xff9; Oxffffff 9)

. normal (65530 or Oxffa; Oxfffffffa )

. flood (65531 or 0xffb; Oxffffff b)

. all (65532 or Oxffc; Oxfffffff c)

. controller (65533 or 0xffd; Oxfffffff d)
. local (65534 or Oxffe; Oxffffff e)

. any or none (65535 or Oxff ; Oxffffffff )
. unset(not in OpenFla 1.0; Oxffffff 7)
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OUTPUT ACTIONS
These actions send a packet to a physical port or a contlfgcket that neer encounters an output
action on its trip through the Open vSwitch pipeline fectively dropped. Because actions axeited in
order a packet modification action that is notventually followed by an output action will not ta an
externally visible effect.

The output action
Syntax:
port
output: port
output: field
output(port=port, max_len=nbyte$

Outputs the packet to an Openklport most commonly specified a®rt. Alternatively, the output port
may be read fronfield, a field or subfield in the syntax described under “Field Specificatiahsive.
Either way if the port is the packetinput port, the packet is not output.

The port may be one of the following standard Openfforts:

local Outputs the packet on théotal port” that corresponds to the network device that has the
same name as the bridge, unless the packet wasad@i he local port. OpenFio
switch implementations are not required toéha bcal port, but Open vSwitch bridges
always do.

in_port
Outputs the pa@k on the port on which it was reeed. This is the only standard way to
output the packet to the input port (but see “Output to the Input port”, below).

The port may also be one of the following additional Opemforts, unlessnax_lenis specified:

normal
Subjects the packet to thevitee’'s normal L2/L3 processing. This action is not imple-
mented by all OpenHmswitches, and each switch implements it differently.

flood  Outputs the packet on all switchyslical ports, except the port on which it was resgi
and awy ports on which flooding is disabled. Flooding can be disabled automatically on a
port by Open vSwitch when IEEE 802.1D spanning tree (STP) or rapid spanning tree
(RSTP) is enabled, or by a controller using an Opemf&PT_MOD_PORT request
to set the pors OFPPC_NO_FLOOD flag (ovs—ofctl mod—port provides a command-
line interface to set this flag).

all Outputs the packet on all switch physical ports except the port on which it wasdecei

controller
Sends and its metadata the packet to an Openteotroller or controllers encapsulated
in an OpenFlw “packet-in’ message. The separatentroller action, described belg
provides more options for output to a controller.

Open vSwitch rejects output to other standard Opewnplarts, includingnone unset, and port numbers
reserved for future use as standard ports, with the @¥8BAC_BAD_OUT_PORT.

With max_len the packet is truncated to at mostytesbytes before being output. In this case, the output
port may not be a patch portruhcation is just for the single output action, so that later actions in the
OpenFlav pipeline work with the complete packet. The truncation feature is meant for use in monitoring
applications, e.g. for mirroring packets to a collector.

When anoutput action specifies the number of a port that does not currefiiiy(and is not in the range
for standard ports), the Openfx@pecification allows but does not require OVS to reject the action. All
versions of Open vSwitch treat such an action as a no-op. If a port with the number is creatberdies
action will be honored at that point. (Openkleequires OVS to reject output to a port number that will
never be \alid, with OFPBAC_BAD_OUT_PORT, but this situation does not arise when OVS is a soft-
ware switch, since the user can add or renumber porty dinae )
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A controller can suppress output to a port by settin@RPPC_NO_FORNARD flag using an OpenFRlo
OFPT_MOD_PORT request gvs—ofctl mod—port provides a command-line interface to set this flag).
When output is disabledutput actions (and other actions that output to the port) are allowed \itnha
effect.

Open vSwitch allows output to a port that does matealthough OpenFle allows switches to reject such
actions.

Output to the Input Port

OpenFlav requires a switch to ignore attempts to send aqiamkt its ingress port in the most straightfor
ward way. For example,output:234 has no dect if the packet has ingress port 234. The rationale is that
dropping these packets makes it harder to loop theonket@ometimes this behavior cavee be orve-
nient, e.g. it is often the desired behavior in avftbat forwards a packet tovaeal ports (floods” the
packet).

Sometimes one really needs to send a @aclt its ingress port‘lfairpin”). In this case, usen_port to
explicitly output the packet to its input port, e.g.:

$ ovs—ofctl add—flow br0O in_port=2,actions=in_port

This also works in some circumstances where the dlmesnt match on the input port. For example, if you
know that your switch has fevports numbered 2 through 6, then the following will sewehereceved
packet out eery port, een its ingress port:

$ ovs—ofctl add—flow br0O actions=2,3,4,5,6,in_port

or, equivalently:

$ ovs—ofctl add—flow br0O actions=all,in_port

Sometimes, in complicated Witables with multiple leels of resubmit actions, a flar needs to output to a
particular port that may or may not be the ingress postdffficult to tale advantage of output ton_port

in this situation. @ help, Open vSwitch provides, as an OpemFkxtension, the ability to modify the
in_port field. Whateer value is currently in thén_port field is both the port to which output will be
dropped and the destination fior port. This means that the following adds flows that reliably output to
port 2 or to ports 2 through 6, respeelty:

$ ovs—ofctl add—flow br0 "in_port=2,actions=load:0->in_port,2"
$ ovs—ofctl add—flow br0 "actions=load:0—>in_port,2,3,4,5,6"

If in_port is important for matching or other reasons, one meg a& restore it on the stack:

$ ovs—ofctl add—flowv brO actions="push:in_port,\
load:0—>in_port,\

2,3,45,6,\

pop:in_port"

Conformance:

All versions of OpenFl and Open vSwitch suppodutput to a literalport. Output to a register is an
OpenFlav extension introduced in Open vSwitch 1.3. Output with truncation is an Opergktension
introduced in Open vSwitch 2.6.

The controller action
Syntax:
controller
controller: max_len
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controller(key[=valud, ...)

Sends the packet and its metadata to an Opendédatroller or controllers encapsulated in an OpewFlo
“ packet-in” message. The supported options are:

max_len=max_len
Limit to max_lenthe number of bytes of the packet to send in tpacket-in? A
max_lenof O prevents aly of the packet from being sent (thus, only metadata is
included). By default, the entire packet is sent, \edemt to amax_lenof 65535.

reasoneason
Specifyreasonas the reason for sending the message ingheket-in? T he supported
reasons areo_match action, invalid_ttl, action_set group, and packet out The
default reason iaction.

id=controller_id
Specifycontroller-id, a 16-bit integer, as the connection ID of the Openkaontroller or
controllers to which thépacket-in’ message should be sent. Theadéifis zero. Zero is
also the defult connection ID for each controller connection, andsengiontroller con-
nection will only hae a mnzero connection ID if its controller uses the
NXT_SET_CONTROLLER_ID Open vSwitch extension to Open#lo

userdata=hh...
Supplies the bytes represented as diigits hh as additional data to the controller in the
“ packet-in” message. Pairs of keligits may be separated by periods for readability.

pause Causes the switch to freeze the psktrip through Open vSwitch fletables and serial-
izes that state into the packet-in message aatihuation; an additional property in
the NXT_PACKET_IN2 message. The controller can later send the continuation back to
the switch in aNXT_RESUME message, which will restart the patk traversal from
the point where it &s interrupted. This permits an Openflantroller to interpose on a
packet midway through processing in Open vSwitch.

Conformance:

All versions of OpenFlr and Open vSwitch suppocontroller action and itsnax_len option. Theuser-
data and pauseoptions require the Open vSwittiXAST_CONTROLLER2 extension action added in
Open vSwitch 2.6. In the absence of these optionse#ds®n(other tharreason=actior) and controller_id
(option thancontroller_id=0) options require the Open vSwitdiXAST_CONTROLLER extension
action added in Open vSwitch 1.6.

The enqueue action
Syntax:
enqueueport,queug
enqueueport.queue

Enqueues the packet on the specifjaduewithin portport.

port must be an OpenRloport number or name as described under “Port Specificat@ina’e. port may
bein_port orlocal but the other standard Opentlgorts are not allowed.

gueuemust be a a number between 0 and 4294967294f{f0x), inclusve. The number of actually sup-
ported queues depends on the switch. Some Op&rikiplementations do not support queuing at all. In
Open vSwitch, the supported queues vary depending on the operating system, datapath, anel inardw
use. Use th@oSandQueuetables in the Open vSwitch database to configure queuing andimali Open-
Flow ports (seevs—vswitchd.conf.di{5) for more information).

Conformance:

Only OpenFlav 1.0 supportenqueue OpenFlav 1.1 added theet_queueaction to use in its place along
with output.

Open vSwitch translateenqueue to a sequence of three actions in Opewrlé.1 or later:
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set_queuequeue output: port, pop_queue This is equialent in behavior as long as thevildable does
not otherwise usset_queughbut it relies on thgpop_queueOpen vSwitch extension action.

The bundle and bundle_load actions
Syntax:
bundle(fields basis algorithm ofport, daves:port...)
bundle_load(ields basis algorithm, ofport, dst daves:port...)

These actions choose a port (&) from a comma-separated OpeniFloort list. After selecting the port,
bundle outputs to it, whereasundle_load writes its port number tdst which must be a field or subfield
in the syntax described under “Field Specificatibalbve.

These actions hash a setfigfids using basisas a uniersal hash parametethen apply the bundle link
selectiomalgorithmto choose gort.

fieldsmust be one of the following.oF the options with‘Symmetric’ in the name, neersing source and
destination addresses yields the same hash:

eth_src Ethernet source address.
nw_src IPv4 or IPv6 source address.
nw_dst IPv4 or IPv6 destination address.

symmetric_l4
Ethernet source and destination, Ethernet type, VLAN ID or IDs (if any), IPv4 or IPv6
source and destination, IP protocol, TCP or SCTP (but not UDP) source and destination.

symmetric_I[314
IPv4 or IPv6 source and destination, IP protocol, TCP or SCTP (but not UDP) source and
destination.

symmetric_I[3l4+udp
Like symmetric_13l4 but include UDP ports.

Conformance:
Open vSwitch 1.2 introduced theindle andbundle_load OpenFlav extension actions.

The group action
Syntax:
group:group
Outputs the packet to the Openklgroup group, which must be a number in the range 0 to 4294967040

(Oxffffff 00). The group must exist or Open vSwitch will refuse to add tie ¥Mhen a group is deleted,
Open vSwitch also deletes all of the flows that output to it.

Groups contain action sets, whose semantics are describeglialite section‘A ction Sets”. The seman-
tics of action sets can be surprising to users wipe@ action list semantics, since action sets reorder and
sometimes ignore actions.

A group action usually xecutes the action set or sets in one or more grocgebs. Open vSwitch ses

the packet and metadata beforexiorites eachurket, and then restores it afterward. Thus, when a group
executes more than oneutket, this means that eaclidket executes on the same packet and metadata.
Moreover, regadless of the number ofubkets &ecuted, the paek and metadata are the same before and
after executing the group.

Sometimes saving and restoring the packet and metadata can be undesirable. In these sitw&tions, w
arounds are possible. Fotanple, consider a pipeline design in whicketectgroup lucket is to commu-
nicate to a later stage of processing a value based on wihikét mwas selected. An obvious desigowid

be for the bicket to communicate the value \dat_fieldon a rgister This does not work becausaisters

are part of the metadata tlgwbup saves and restores. A design that would work would be for thekét to
recursvely invoke the rest of the pipeline wittesubmit rather than to attempt to return it. Another possi-
bility is for the hucket to usepush to put the alue on the stack for the callergop off, sincegroup pre-
serves only packet data and metadata, not the stack.
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An exit action within a group ucket terminates onlyxecution of that ncket, not other bckets or the wer-
all pipeline.

Conformance:

OpenFlav 1.1 introducedyroup. Open vSwitch 2.6 and later also suppa@msup as an extension to Open-
Flow 1.0.
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ENCAPSULATION AND DECAPSULATION ACTIONS
The strip_vlan and pop actions

The

The

The

Syntax:
strip_vlan
pop_vlan

Remaes the outermost VLAN tag, if anfrom the packet.

The two names for this action are synonyms with no semantferdifice. The OpenRl01.0 specification
uses the namstrip_vlan and later versions ugmp_vlan, but OVS accepts either namegaadless of er-
sion.

In OpenFlov 1.1 and laterconsisteng rules allav strip_vlan only in a flav that matches only packets with
a VLAN tag (or folloving an action that pushes a VLAN tag, suclpash_vlan). See ‘Inconsistencies”,
aborve, for more information.

Conformance:
All versions of OpenFl and Open vSwitch support this action.

push_vlan action
Syntax:
push_vlanethertype

Pushes a me outermost VLAN onto the packet. Uses TP#hertype which must beOx8100for an
802.1Q C-tag 0bx88a8for a 802.1ad S-tag.

Conformance:

OpenFlav 1.1 and later supports this action. Open vSwitch 2.8 added support for multiple VLAN tags

(with a limit of 2) and 802.1ad S-tags.

push_mpls action
Syntax:
push_mplsethertype

Pushes a me outermost MPLS label stack entry (LSE) onto the paekd changes the patk Bhertype
to ethertypewhich must be eitheé80x88470r 0x8848

If the packet did not already containyaMPLS labels, initializes the nel SE as:
Label 2, if the packet contains IPv6, O otherwise.
TC The lav 3 bits of the packes DSCP value, or O if the packet is not IP.
TTL  Copied from the IP TTL, or 64 if the packet is not IP.

If the packet did already contain an MPLS label, initializes the meermost label as a cppf the eist-
ing outermost label.

OVS aurrently supports at most 3 MPLS labels.
This action applies only to Ethernet packets.
Conformance:

Open vSwitch 1.11 introduced support for MPLS. OpewFlol and later suppogush_mpls Open
vSwitch implementpush_mplsas an extension to Openfad.0.

pop_mpls action
Syntax:
pop_mpls:ethertype

Strips the outermost MPLS label stack entry and changes the pdgkettype tcethertype

This action applies only to Ethernet patkwith at least one MPLS label. If there is more than one MPLS

label, therethertypeshould be an MPLS EthertypBx88470r 0x88489.
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Conformance:

Open vSwitch 1.11 introduced support for MPLS. OpenFliol and later supponpop_mpls Open
vSwitch implementpop_mplsas an extension to Openfld.0.

The encap action
Syntax:
encap(nsh[md_type=md_typé, [tlv(classtypevalug)]...))
encap(ethernet)

Theencapaction encapsulates a pathkvith a specified headét has variants for different kinds of encap-
sulation.

The encap(nsh(..)) variant encapsulates an Ethernet frame with NSH. ifidetypemay bel or 2 for
metadata type 1 or 2, defaulting to 1. For metadata type 2, TLVs may be specifiethssgts a 16-bit
hexadecimal integer beginning withx, typeas an 8-bit decimal inger, and valuea fquence of pairs of
hex digits beginning withOx. For example:
encap(nsh(md_type=1))
Encapsulates the packet with an NSH header with metadata type 1.
encap(nsh(md_type=2,tlv(0x1000,10,0x12345678)))

Encapsulates the packet with an NSH hea&H metadata type 2, and an NSHVTL
with class 0x1000, type 10, and the 4-byte value 0x12345678.

The encap(ethernet)variant encapsulate a bare L3 packet in an Ethernet frame. The Ethernet type is ini-
tialized to the L3 paai’s type, e.g. 0x0800 if the L3 packet is IPv4. The Ethernet source and destination
are initially zeroed.

Conformance:
This action is an Open vSwitch extension to OperRIl3 and laterintroduced in Open vSwitch 2.8.

The decap action
Syntax:
decap

Remawes an aitermost encapsulation from the packet:

. If the packet is an Ethernet packet, reemothe Ethernet headewhich changes the
paclet into a bare L3 packet. If the packet has VLAN tags, raises an unsupportetl pack
type error (see “Error Handling”, alve).

. Otherwise, if the packet is an NSH packet, reeadhe NSH headerevaaling the inner
paclet. Open vSwitch supports Ethernet, IPv4, IPv6, and NSH inneeptgles. Other
types raise unsupported packet type errors.

. Otherwise, raises an unsupported packet type error.
Conformance:

This action is an Open vSwitch extension to OperRI3 and laterintroduced in Open vSwitch 2.8.
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FIELD MODIFICATION ACTIONS
These actions modify packet data and metadata fields.

The set_field and load actions
Syntax:
set_fieldvalud/mask->dst
load:value->dst

These actions loads a literalve into a field or part of a field. Tlset_fieldaction talesvaluein the cus-
tomary syntax for fieldist e.g. 00:11:22:33:44:55for an Ethernet address, agstas the fields rame. The
optionalmaskallows part of a field to be set.

Theload action talkesvalueas an integer value (in decimal or prefixedomyfor hexadecimal) andstas a
field or subfield in the syntax described under “Field Specificatiahsve.

The following all set the Ethernet source address to 00:11:22:33:44:55:

. set_field:00:11:22:33:44:55->eth_src
. load:0x001122334455->eth_src
. load:0x001122334455->0XM_OF_ETH_SRCJ[]

The following all set the multicast bit in the Ethernet destination address:
. set_field:01:00:00:00:00:00/01:00:00:00:00:00—>eth_dst
. load:1->eth_dst[40]

Open vSwitch prohibits aet_fieldor load action whosalstis not guaranteed to be part of the packet; for
example,set_fieldof nw_dstis only allaved in a flav that matches on Ethernet type 0x800. In some cases,
such as in an action set, Open vSwitch tstatically check thatistis part of the paait, and in that case if

it is not then Open vSwitch treats the action as a no-op.

Conformance:

Open vSwitch 1.1 introducedXAST_REG_LOAD as a extension to Openklol.0 and usedoad to
express it. LaterOpenFlav 1.2 introduced a standaf@FPAT _SET_FIELD action that wvas restricted to
loading entire fields, so Open vSwitch added the faeh field with this restriction. OpenFwo 1.5
extendedOFPAT _SET_FIELD to the point that it became a superseNXAST _REG_LOAD. Open
vSwitch translates either syntax as necessary for the OpenElsion in use: in OpenR01.0 and 1.1,
NXAST_REG_LOAD; in OpenFlav 1.2, 1.3, and 1.ANXAST_REG_LOAD for load or for loading a
subfield,OFPAT _SET_FIELD otherwise; and OpenPFiol.5 and laterOFPAT _SET_FIELD.

The move action
Syntax:
move: src—>dst

Copies the named bits from field or subfigtdto field or subfieldist src anddstshould fields or subfields
in the syntax described under “Field Specificatibabbve. The two fields or subfields must & the same

width.
Examples:
. move:reg0[0..5]->reg1[26..31]copies the six bits numbered 0 through 5 igigter O
into bits 26 through 31 of register 1.
. move:reg0[0..15]->vlan_tci copies the least significant 16 bits of register O into the
VLAN TClI field.
Conformance:

In OpenFlaov 1.0 through 1.4move ordinarily uses an Open vSwitch extension to OpemHio OpenFlow

1.5, move uses the OpenRlo 1.5 standardOFPAT _COPY_FIELD action. The ONF has also made
OFPAT_COPY_FIELD available as an extension to Openkl&.3. Open vSwitch 2.4 and later under
stands this extension and uses it if a controller usestifpbbackward compatibility with older versions of
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Open vSwitchpvs—ofctl does not use it.

The mod_dl_sic and mod_dl_dst actions
Syntax:
mod_dl_srcmac
mod_dl_dstmac

Sets the Ethernet source or destination address, regpedt mag which should be expressed in the form
XXX XX XX XK XX,

For L3-only packets, that is, those that lack an Ethernet hahdeaction has no effect.
Conformance:

OpenFlav 1.0 and 1.1 hae pecialized actions for these purposes. OpemBl@ and later do not, so Open
vSwitch translates them to appropri®@EPAT _SET_FIELD actions for those versions,

The mod_nw_sc and mod_nw_dst actions
Syntax:
mod_nw_srcip
mod_nw_dstip

Sets the IPv4 source or destination address, reggegctio ip, which should be expressed in the form
W.X.Y.Z

In OpenFlav 1.1 and laterconsistenyg rules allav these actions only in a flothat matches only paets
that contain an IPv4 header (or following an action that adds an 1Pv4 hegdpop_mpls:0x0800. See
“ Inconsistencies”, abee, for more information.

Conformance:

OpenFlav 1.0 and 1.1 hae pecialized actions for these purposes. OpemBl@ and later do not, so Open
vSwitch translates them to appropri®@EPAT _SET_FIELD actions for those versions,

The mod_nw_tos and mod_nw_ecn actions
Syntax:
mod_nw_tostos
mod_nw_ecnecn

Themod_nw_tosaction sets the DSCP bits in the IPv4 ToS/DSCP or IPv6 traffic class fielg which
must be a multiple of 4 between 0 and 255. This action does not modifyateatst significant bits of the
ToS field (the ECN bits).

Themod_nw_ecnaction sets the ECN bits in the IPvdSTor IPv6 traffic class field &cn which must be
a value between 0 and 3, incluai This action does not modify the six most significant bits of the field (the
DSCP bits).

In OpenFlav 1.1 and laterconsistenyg rules allav these actions only in a flothat matches only paets
that contain an IPv4 or IPv6 header (or following an action that adds such a headdrc&esstencies”,
aborve, for more information.

Conformance:

OpenFlav 1.0 has amod_nw_tosaction but notmod_nw_ecn Open vSwitch implements the latter in
OpenFlav 1.0 as an dension usingNXAST_REG_LOAD. OpenFlav 1.1 has specialized actions for
these purposes. Opentol.2 and later do not, so Open vSwitch translates them to appropriate
OFPAT_SET_FIELD actions for those versions,

The mod_tp_sic and mod_tp_dst actions
Syntax:
mod_tp_srcport
mod_tp_dstport

Sets the TCP or UDP or SCTP source or destination port, raghedt port. Both IPv4 and IPv6 are sup-
ported.
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The

The

The

In OpenFlav 1.1 and laterconsistenyg rules allav these actions only in a flothat matches only paets
that contain a TCP or UDP or SCTP hea8ee “Inconsistencies”, abe, for more information.

Conformance:

OpenFlav 1.0 and 1.1 hae Pecialized actions for these purposes. OpemAl@ and later do not, so Open
vSwitch translates them to appropri®@EPAT _SET_FIELD actions for those versions,

dec_ttl action
Syntax:
dec_ttl
dec_ttl(id1, [id2]...)

Decrement TTL of IPv4 packet or hop limit of IPv6 packet. If the TTL or hop limit is initially O or 1, no
decrement occurs, as patk reaching TTL zero must be rejected. Instead, Open vSwitch sépaskat-

in” message with reason cod#PR_INVALID TTL to each connected controller that has enabled
receving such messages, and stops processing the current set of actiavaefHib the current set of
actions was reached througdsubmit, the remaining actions in outevils resume processing.)

As an Open vSwitch extension to Openflthis action supports the ability to specify a list of controller
IDs. Open vSwitch will only send the message to controllers with tea gb or IDs. Specifying no list is
equialent to specifying a single controller ID of zero.

Sets the TCP or UDP or SCTP source or destination port, raghedt port. Both IPv4 and IPv6 are sup-
ported.

In OpenFlav 1.1 and laterconsistenyg rules allav these actions only in a flothat matches only paets
that contain an IPv4 or IPv6 head&ege “Inconsistencies”, abe@, for more information.

Conformance:
All versions of OpenFl and Open vSwitch support this action.

set_mpls_label, set_mpls_tc, and set_mpls_ttl actions
Syntax:

set_mpls_labeltabel

set_mpls_tctc

set_mpls_ttlttl

The set_mpls_labelaction sets the label of the patk cuter MPLS label stack entriabel should be a
20-bit value that is decimal by default; us@xgprefix to specify the value in hexadecimal.

The set_mpls_tcaction sets the traffic class of the pattkouter MPLS label stack entric should be in
the range 0 to 7, inclusa.

The set_mpls_ttl action sets the TTL of the pastis auter MPLS label stack entritl should be in the
range 0 to 255 inclug.

In OpenFlav 1.1 and laterconsistenyg rules allav these actions only in a flothat matches only paets
that contain an MPLS label (or folling an action that adds an MPLS label, pigsh_mpls:0x8847. See
“ Inconsistencies”, abee, for more information.

Conformance:

OpenFlav 1.0 does not support MPLSubOpen vSwitch implements these actions as extensions. Open-
Flow 1.1 has specialized actions for these purposes. OpgriFoand later do not, so Open vSwitch trans-
lates them to appropria@~PAT _SET_FIELD actions for those versions,

dec_mpls_ttl and dec_nsh_ttl actions
Syntax:

dec_mpls_ttl

dec_nsh_ttl

These actions decrement the TTL of the péiskouter MPLS label stack entry or its NSH headespec-
tively. If the TTL is initially O or 1, no decrement occurs. Instead, Open vSwitch serjicket-in”
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message with reason coBOFPR_INVALID_TTL to OpenFlav controllers with ID O, if it has enabled
receving them. Processing the current set of actions then stopse(etoif the current set of actionsas
reached throughesubmit, remaining actions in outeniels resume processing.)

In OpenFlaov 1.1 and laterconsistenyg rules allav this actions only in a fle that matches only packets that
contain an MPLS label or an NSH headespectiely. See ‘Inconsistencies above, for more informa-
tion.

Conformance:

Open vSwitch 1.11 introduced support for MPLS. OpenFlol and later suppodec_mpls_ttl Open
vSwitch implementslec_mpls_ttlas an extension to Openf#ld.0.

Open vSwitch 2.8 introduced support for NSH, although the NSH draft changed after release so that only
Open vSwitch 2.9 and later conform to the final protocol specificationd&bensh_ttlaction and NSH
support in general is an Open vSwitch extension not supported lveimon of OpenFle.

Open vSwitch 2.10.90 16



ovs—actions(7) OpenSwitch Manual ovs—actions(7)

METAD ATA ACTIONS
The set_tunnel action
Syntax:
set_tunnelid
set_tunnel64id

Many kinds of tunnels support a tunnel ID, e.g. VXLAN and Genleavea 24-bit VNI, and GRE has an
optional 32-bit key. This action sets thealue used for tunnel ID in such tunneled packets, although whether
it is used for a particular tunnel depends on the tusiaetifiguration. See the tunnel ID documentation in
ovs—fieldg7) for more information.

Conformance:

These actions are Openfia@xtensions.set_tunnelwas introduced in Open vSwitch 1.68et_tunnel64
which is needed ifd is wider than 32 bits, was added in Open vSwitch 1.1. Both actisagsaket the
entire tunnel ID field.

Open vSwitch supports these actions in all versions of OpenbBln in OpenFlav 1.2 and later it trans-
lates them to an appropriate standardi@&®PAT_SET_FIELD action.

The set_queue and pop_queue actions
Syntax:
set_queuequeue
pop_queue

Theset_queueaction sets the queue ID to be used for subsequent output actgpresigowhich must be a
32-bit integer The range of meaningfublues ofgueue and their meanings, varies greatly from one Open-
Flow implementation to anothdeven within a single implementation, there is no guarantee that all Open-
Flow ports hae the same queues configured or that all Opemplarts in an implementation can be config-
ured the same way queue-wiser fore information, see the documentation for the output queue field in
ovs—fieldg7).

The pop_queuerestores the output queue to theaddif that was set when the packet entered the switch
(generally 0).

Four billion queues ought to be enough for anydh#ps://mailman.stanford.edu/
pipermail/openflow-spec/2009-August/000394.html O

Conformance:

OpenFlav 1.1 introduced theet_queueaction. Open vSwitch also supports it as an extension in OpenFlo
1.0.

Thepop_qgueueaction is an Open vSwitch extension.
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FIREWALLING ACTIONS
Open vSwitch is often used to implement awaié The preferred way to implement a fiwrdl is “‘connec-
tion tracking; that is, to kep track of the connection state of individual TCP sessionsciThetion
described in this section, added in Open vSwitch 2.5, implements connection trackimgw Fleploy-
ments, it is the recommended way to implemeniveliing with Open vSwitch.

Before ct was added, Open vSwitch did not V& kuilt-in support for connection tracking. Instead, Open
vSwitch supported thkearn action, which allows a recsid packet to add a fie to an QpenFlav flow ta-

ble. This could be used to implement a pringitiorm of connection tracking: packets passing through the
firewall in one direction could create i that allowed response packets back through thedfire the
other direction. The additiondih_timeout action allowed the learned flows to expire quickly after TCP
session termination.

The ct action
Syntax:
ct(argument..)
ct(commit[, argumenk..)

The action has tamodes of operation, distinguished by whetbemmit is present. The following gu-
ments may be present in either mode:

zone=value
A zone is a 16-bit id that isolates connections into separate domainginglloverlap-
ping network addresses in different zones. If a zone is not provided, thenahk ided.
The value may be specified either as a 16-bit integer literal or a field or subfield in the
syntax described under “Field Specificatiodiove.

Withoutcommit, this action sends the packet through the connectioneiraldie connection trackerelkeps
track of the state of TCP connections for packets passed through it. For eatthhpacigh a connection, it
checks that it satisfies TCPvaniants and signals the connection state to later actions usirgy_ttate
metadata field, which is documentedirs—fieldg7).

In this form,ct forks the OpenFle pipeline:

. In one fork,ct passes the packet to the connection wadkfterward, it reinjects the
paclet into the OpenHe pipeline with the connection tracking fields initialized. The
ct_statefield is initialized with connection state antl zoneto the connection tracking
zone specified on theone argument. If the connection is one that is already tdck
ct_mark and ct_label to its existing mark and label, respegely; otherwise thg are
zeroed. In additionct_nw_proto, ct_nw_src ct_nw_dst ct_ipv6_srq ct_ipv6_dst
ct_tp_src, and ct_tp_dst are initialized appropriately for the original direction connec-
tion. See theesubmit action for a way to search thevldable with the connection track-
ing original direction fields sapped with the packet 5-tuple fields. $&s—field{7) for
details on the connection tracking fields.

. In the other fork, the original instance of the packet continues independent processing fol-
lowing the ct action. Thect_state field and other connection tracking metadata are
cleared.

Withoutcommit, thect action accepts the following arguments:

table=table
Sets the OpenFo table where the packet is reinjected. Thble must be a number
between 0 and 254 inclwsj or a Bible’s rame. Iftableis not specified, then the packet is
not reinjected.

nat

nat(type=addrq:portg[,flag]...)
Specify address and port translation for the connection beingtratketype must be
src, for source address/port translation A8\ or dst, for destination address/port trans-
lation (DNAT). Setting up address translation for avreennection takes &fct only if the
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connection is later committed witti(commit...).
Thesrc anddst options tak the following arguments:

addrs The IP addresaddr or rangeaddrl-addr2 from which the translated address
should be selected. If only one addressvsrgithen that address willvadys be
selected, otherwise the address selection can be informed by the optional persis-
tent flag as described beloEither IPv4 or IPv6 addresses can be provided, b
both addresses must be of the same type, and the datapath behavior is undefined
in case of preiding IPv4 address range for an IPv6 packet, or IPv6 address
range for an IPv4 paek IPv6 addresses must be bracketed jaathd] if a port
range is also gen.

ports The L4 port or rangeportl-port2 from which the translated port should be
selected. In case of a mapping conflict the datapath may chopsthannon-
conflicting port number insteadyen when no port range is specified. The port
number selection can be informed by the optiomadom and hash flags
described belw.

The optional flags are:

random
The selection of the port from thevgn range should be done using a fresh ran-
dom numberThis flag is mutually excluge with hash

hash  The selection of the port from thevgn range should be done using a datapath
specific hash of the paeks IP aldresses and the otheon-mapped port num-
ber This flag is mutually exclugé with random.

persistent
The selection of the IP address from theegirange should be done so that the
same mapping can be provided after the system restarts.

If alg is specified for the committingt action that also includesat with a src or dst
attribute, then the datapath tries to set up the helper toAbeaiNae. This functionality
is datapath specific and may not be supported by all datapaths.

A “‘bare” nat argument with no options will only translate the peickeing processed in
the way the connection has been set up with an eacbermittedct action. Anat action
with src or dst, when applied to a paek belonging to an established (rather tham)ne
connection, will behae the same as a banat.

Open vSwitch 2.6 introducatht. Linux 4.6 was the earliest upstreaeriel that imple-
mentedct support fomat.

With commit, the connection tragt commits the connection to the connection tracking modulecdrne
mit flag should only be used from the pipeline within the first for&t @fithout commit. Information about
the connection is stored beyond the lifetime of the @auok the pipeline. Somet_state flags are only
available for committed connections.

The following options arevailable only withcommit:

force A committed connection alys has the directionality of the packet that caused the con-
nection to be committed in the first place. This is the “original directafrthe connec-
tion, and the opposite direction is theply direction”. If a connection is already com-
mitted, hut it is in the wrong directiorfprce effectively terminates the existing connec-
tion and starts a meone in the current direction. This flag has no effect if the original
direction of the connection is already the same as that of the current packet.

exec@ction..)
Perform eaclactionwithin the contgt of connection tracking. Only actions which mod-
ify the ct_mark or ct_label fields are accepted withiexecaction, and these fields may
only be modified with this option. For example:
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set_fieldvalug/masi—>ct_mark
Store a 32-bit metadatalue with the connection. Subsequent lookups for pack-
ets in this connection will populaté_mark when the packet is sent to the con-
nection tracker with the table specified.

set_fieldvalud/masi—>ct_label
Store a 128-bit metadata value with the connection. Subsequent lookups for
paclets in this connection will populate_label when the packet is sent to the
connection tracker with the table specified.

alg=alg
Specify application layerajevay alg to track specific connection types. If subsequent
related connections are sent through @haction, then theel flag in thect_statefield
will be set. Supported types include:

ftp Look for negotiation of FTP data connections. Specify this option for FTP con-
trol connections to detect related data connections and populatd ftegy for
the data connections.

tftp Look for neyotiation of TFTP data connections. Specify this option for TFTP
control connections to detect related data connections and populag tiag
for the data connections.

Related connections inhegt_mark from that stored with the original connection (i.e.
the connection created by(alg=...)).

With the Linux datapath, global sysctl optiongeef ct behavior In particulay if net.netfilter.nf_con-
ntrack_helper is enabled, which it is by default until Linux 4.7, then application layeergy helpers

may be gecuted &en if alg is not specified. For security reasons, the netfilter team recommends users dis-
able this option. For further details, please [$¢ig://www.netfilter.org/

news.html#2012-04-03 [

Thect action may be used as a priméio construct stateful fingalls by selectrely committing some traf-
fic, then matchingt_stateto allow established connections while denyingwnennections. The folleing
flows provide an example of Wwato implement a simple fiveall that allows n& connections from port 1 to
port 2, and only allows established connections to send traffic from port 2 to port 1:

table=0,priority=1,action=drop
table=0,priority=10,arp,action=normal
table=0,priority=100,ip,ct_state=—trk,action=ct(table=1)
table=1,in_port=1,ip,ct_state=+trk+new,action=ct(commit),2
table=1,in_port=1,ip,ct_state=+trk+est,action=2
table=1,in_port=2,ip,ct_state=+trk+new,action=drop
table=1,in_port=2,ip,ct_state=+trk+est,action=1

If ctis executed on IPv4 (or IPv6) fragments, then the message is implicitly reassembled before sending to
the connection tragk and refragmented upon output, to the original maximumwveet&iagment size.
Reassembly occurs within the coxtt®f the zone, meaning that IP fragments in different zones are not
assembled togethePipeline processing for the initial fragments is halted. When the final fragment is
receved, the message is assembled and pipeline processing continues fomthBadlet ordering is not
guaranteed by IP protocols, so it is not possible to determine which IP fragment will cause message
reassembly (and therefore continue pipeline processing). As such, it is strongly recommended that multiple
flows should notxecutect to reassemble fragments from the same IP message.

Conformance:

Thect action vas introduced in Open vSwitch 2.5. Some of its features were introducechdéder indi-
vidually abae.
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The ct_clear action
Syntax:
ct_clear

Clears connection tracking state from thevflaeroingct_state ct_zone ct_mark, and ct_label.
This action was introduced in Open vSwitch 2.6.90.

The leam action
Syntax:
learn(argument..)

Thelearn action adds or modifies a floin an QpenFlav table, similar toovs—ofctl ——strict mod—flows.
The arguments specify the match fields, actions, and other properties oivttelilalded or modified.

Match fields for the ne flow are specified as follows. At least one match field should ordinarily be speci-
fied:

field=value
Specifies thafield, in the nev flow, must match the literavalug e.g. dl_type=0x800
Shorthand match syntax, suchigé place ofdl_type=0x80Q is not supported.

field=src
Specifies thafield in the n&v flow must matctsrc taken from the packet currently being
processed. Foxample,udp_dst=udp_srg applied to a UDP packet with source port 53,
creates a fl which matchesidp_dst=53 field andsrc must hae the same width.

field  Shorthand for the previous form whéeld andsrc are the same. Foxample,udp_dst,
applied to a UDP paekt with destination port 53, creates awflavhich matches
udp_dst=53

Thefield andsrc aguments abee dould be fields or subfields in the syntax described under “Field Speci-
fications’ above.

Match field specifications must honor prerequisites for both theviith thelearn and the ne flow that it
creates. Consider the following completerlan the syntax accepted lmws—ofctl. If the flov’s match on
udp were omitted, then the flowould not satisfy the prerequisites for tkarn action’s use ofudp_src. If
dl_type=0x8000r nw_proto were omitted fromearn, then the ne flow would not satisfy the prerequisite
for its match orudp_dst For more information on prerequisites, please refewvss-fieldg7):

udp, actions=learn(dl_type=0x800, nw_proto=17, udp_dst=udp_src)

Actions for the ne flow are specified as follows. At least one action should ordinarily be specified:

load:value->dst
Adds aload action to the ne flow that loads the literalalueinto dst The syntax is the
same as thimad action explained in the “Header Modificatioeéction.

load:src->dst
Adds aload action to the ne flow that loadssrc, a field or subfield from the packet being
processed, intdst

output: field
Adds anoutput action to the n& flow's actions that outputs to the OpenWwlgort taken
from field, which must be a field as describedabo

fin_idle_timeout=seconds

fin_hard_timeout=seconds
Adds afin_timeout action with the specified arguments to theflew. This feature \as
added in Open vSwitch 1.5.90.

The following additional arguments are optional:
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idle_timeout=seconds

hard_timeout=seconds

priority= value

cookie=value

send_flow_rem
These arguments va the same meaning as in the usualvfleyntax documented in
ovs—ofctl(8).

table=table
The table in which the meflow should be inserted. Specify a decimal humber between 0
and 254 inclusie a the name of a table. The default, if table is unspecified, is table 1
(not 0).

delete_learned
When this flag is specified, deleting thewflthat contains théearn action will also
delete the flows created lbyarn. Specifically when the lastearn action with this flag
and particulatable and cookie values is remweed, the switch deletes all of the flows in
the specified table with the specified cookie.

This flag was added in Open vSwitch 2.4.

limit= number
If the number of flows in the meflow's table with the same cookig@edshumber, the
action will not add a ne flow. By default, or withlimit=0, there is no limit.

This flag was added in Open vSwitch 2.8.

result_dst=field[bit]
If learn fails (because the number ofwfo exceeddimit ), the action setield[bit] to O,
otherwise it will be set to field[bit] must be a single bit.

This flag was added in Open vSwitch 2.8.

By itself, thelearn action can only put tevkinds of actions into the flows that it creatlesd and output
actions. Iflearn is used in isolation, these arevae limits.

However, learn is not meant to be used in isolation. It is a priveitireant to be used together with other
Open vSwitch features to accomplish a task. Its existing features are enough to accomplish most tasks.

Here is an outline of a typical pipeline structure that allows for versatile behavioleesing

. Flows in tableA contain alearn action, that populates flows in tabllethat use doad
action to populate regist&®with information about what was learned.

. Flows in tableB contain tw sequential resubmit actions: one to tabland another one
to tableB+1.

. Flows in tableB+1 match on rgisterR and act diferently depending on what the flows in

tableL loaded into it.
This approach can be used to implement mMeagn-based features. For example:

. Resubmit to a table selected based on learned information, elljttpeg/
mail.openvswitch.org/pipermail/ovs-discuss/2016-June/
021694.html O

. MAC learning in the middle of a pipeline, as described in the “Open vSwitchrfad
Features Tutoridlin the OVS documentation.

. TCP state based fimalling, by learning outgoing connections based on SYN gtscind
matching them up with incoming paatk. (This is usually better implemented using the
ct action.)

. At least some of the features described.iATHoff, “Extending Open vSwitch to &cili-

tate Creation of Stateful SDN Applications”.
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Conformance:

Thelearn action is an Open vSwitch extension to OpenRédded in Open vSwitch 1.3. Some features of
learn were added in later versions, as noted individuallywabo

The fin_timeout action
Syntax:
fin_timeout(key=value..)

This action changes the idle timeout or hard timeout, or both, of the Opefiéio that contains it, when
the flov matches a TCP packet with the FIN or RST flag. When such apa&clbserved, the action
reduces the ruls'imeouts to those specified on the action. If the subgsting timeout is already shorter
than the one that the action specifies, then that timeout is unaffected.

The timeouts are specified asykvalue pairs:

idle_timeout=seconds
Causes the flo to expire after the gien number of seconds of inactivity.

hard_timeout=seconds
Causes the fl@ to expire after the gien number ofsecondsregadless of actiity. (sec-
ondsspecifies time since the floswreation, not since the receipt of the FIN or RST.)

This action is normally added to a learneavfloy thelearn action. It is unlikely to be useful otherwise.
Conformance:

This Open vSwitch extension action was added in Open vSwitch 1.5.90.
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PROGRAMMING AND CONTROL FLO W ACTIONS

The resubmit action

Syntax:

resubmit:port
resubmit([port],[tabl€][,ct])

Searches an Openkidlow table for a matching fle and executes the actions found, if yrbefore contin-
uing to the following action in the currentwifentry. Arguments can customize the search:

If portis given as an @enFlav port number or name, then it specifies a value to use for
the input port metadata field as part of the search, in place of the input port currently in
the flov. Specifyingin_port asport is equvalent to omitting it.

If tableis given as anmteger between 0 and 254 or a table name, it specifies the Open-
Flow table to search. If it is not specified, the table from the curremiglosed.

If ctis specified, then the search is done with pagktuple fields swapped with the €or
responding conntrack original direction tuple fields. See the documentatichafoove,
for more information about connection tracking,aws—field{7) for details about the
connection tracking fields.

This flag requires a valid connection tracking state as a match prerequisite inmthe flo
where this action is placed. Examples afid connection tracking state matches include
ct_state=+newct_state=+estct_state=+re| and ct_state=+trk—inv.

The changes, if anto the input port and connection tracking fields are just for searching theatbbe.
The changes are not visible to actions or to later fédle lookups.

The most common use ofsubmit is to visit another fiw table withoutport or ct, like this: resubmit(,ta-

ble).

Recursve resubmit actions are permitted.

Conformance:

The resubmit action is an Open vSwitch extension.vitwer, the goto_tableinstruction in OpenFlw 1.1
and later can be viewed as a kind of restricésdibmit.

Open vSwitch 1.2.90 addéable. Open vSwitch 2.7 addedd.

Open vSwitch imposes a limit @asubmit recursion that varies among version:

The clone action
Syntax:

Open vSwitch 1.0.1 and earlier did not support recursion.
Open vSwitch 1.0.2 and 1.0.3 limited recursion tov@lte
Open vSwitch 1.1 and 1.2 limited recursion to M&le
Open vSwitch 1.2 through 1.8 limited recursion to 32k
Open vSwitch 1.9 through 2.0 limited recursion to 64k

Open vSwitch 2.1 through 2.5 limited recursion to 64l and impose a total limit of
4,096 resubmits per flotranslation (earlier versions did not imposg total limit).

Open vSwitch 2.6 and later imposes the same limits as 2.5, withxoagptien: resubmit
from tablex to ary tabley > x does not count against the recursion depth limit.

clonection..)

Executes each nestedtion saving much of the packet and pipeline state beforehand and then restoring it
afterward. The state that is\sal and restored includes all flodata and metadata (including, fotaenple,
in_port andct_statd, the stack accessed pysh andpop actions, and the Openkiaaction set.

This action was added in Open vSwitch 2.6.90.
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The push and pop actions
Syntax:
push:src
pop:dst

Thepush action pushesrc on a general-purpose stack. Tgp action pops an entry fafhe stack intalst
src anddstshould be fields or subfields in the syntax described under “Field Specificaioms.

Controllers can use the stack for saving and restoring data or metadatarasulmdit actions, for s\wp-
ping or rearranging data and metadata, or for other purposgsiaten or metadata field, or part of one,
may be pushed, andyamodifiable field or subfield may be popped.

The number of bits pushed in a stack entry do ne¢ ltamatch the number of bits later popped from that
entry If more bits are popped from an entry than were pushed, then the entry is conceptually left-padded
with O-bits as needed. If fewer bits are popped than pushed, then bits are conceptually timmed from the left
side of the entry.

The stacks sze is limited. The limit is intended to be high enough thairmal” use will not pose prob-
lems. Stack werflow or underflov is an eror that stops actionxecution (see “Stack too deépinder
“ Error Handling”, abeoe).

Examples:
. push:reg2[0..5]or push:NXM_NX_REGZ2[0..5] pushes on the stack the 6 bits igister
2 bits 0 through 5.
. pop:reg2[0..5] or pop:NXM_NX_REGZ2[0..5] pops the alue from top of the stack and
copy bits 0 through 5 of that value into bits 0 through 5 of register 2.
Conformance:

Open vSwitch 1.2 introducgaush andpop as OpenFle extension actions.

The exit action

Syntax:
exit

This action causes Open vSwitch to immediately hedtw@ion of further actions. Actions which Ve
already beenxecuted are unaffected. Arfurther actions, including those which may be in other tables, or
different levels of theresubmit call stack, are ignored. M@ver, an exit action within a group ucket ter
minates only xecution of that ncket, not other bickets or the werall pipeline. Actions in the action set are
still executed (specifclear_actionsbeforeexit to discard them).

The multipath action
Syntax:
multipath( fields basis algorithm, n_links arg, dsf

Hashedieldsusingbasisas a uniersal hash parametdghen the applies multipath link selectialyorithm

(with parameterrg) to choose one ofi_linksoutput links numbered 0 through linksminus 1, and stores
the link into dst which must be a field or subfield in the syntax described under “Field Specifications’
above.

Thebundle or bundle_loadactions are usually easier to use thauitipath .
fieldsmust be one of the following:
eth_src Hashes Ethernet source address only.

symmetric_l4
Hashes Ethernet source, destination, and type, VLAN ID, IPv4/IPv6 source, destination,
and protod col, and TCP or SCTRiflmot UDP) ports. The hash is computed so that
pairs of corresponding fies in each direction hash to the same value, Wir@mments
where L2 paths are the same in each direction. UDP ports are not included in the hash to
support protocols such as VXLAN that use asyméa metric ports in each direction.
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symmetric_I[314
Hashes IPv4/IPv6 source, destination, and protocol, and TCP or S@iTRo(bUDP)
ports. Like symmetric_I4, this is a symmetric hashubby excluding L2 headers it is
more efective in environments with asymmetric L2 paths (e.g. pathsliing VRRP IP
addresses on a router). Not afeefive hash function for protocols other than IPv4 and
IPv6, which hash to a constant zero.

symmetric_I[3l4+udp
Like symmetric_I3l4+udp, but UDP ports are included in the hash. This is a mdee-ef
tive rash when asymmetric UDP protocols such as VXLAN are not a consideration.

symmetric_|3
Hashes network source address and network destination address.

nw_src Hashes network source address only.
nw_dst Hashes network destination address only.
Thealgorithmused to compute the final reslitk must be one of the following:

modulo_n
Computedink = hashflow) % n_links

This algorithm redistributes all traffic whenlinkschanges. It ha®(1) performance.
Use 65535 fomax_linkto get a rav hash value.
This algorithm is specified by RFC 2992.
hash_threshold
Computedink = hashflow) / (MAX_HASH / n_links.
Redistrilutes between one-quarter and one-half of traffic when n_links changes. It has
O(1) performance.
This algorithm is specified by RFC 2992.

hrw (Highest Random Weight)
Computes the following:

for i in [0,n_linkg:
weightsi] = hashflow, i)
link = { i such thatveight$i] >= weightgj] for allj !=i }

Redistritlutes 1h_linksof traffic whenn_linkschanges. It ha®(n_links)performance. If
n_linksis greater than a threshold (currently 64t bubject to change), Open vSwitch
will substitute another algorithm automatically.

This algorithm is specified by RFC 2992.

iter_hash (Iterative Hash)
Computes the following:
i=0
repeat:
=i+l
link = hashflow, i) % arg
while link > max_link

Redistrilutes 14 _links of traffic when n_links changes. O(1) performance when

arg/max_linkis bounded by a constant.

Redistributes all traffic whearg changes.
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arg must be greater thamax_linkand for best performance should be no more than
approximatelymax_link* 2. If arg is outside the acceptable range, Open vSwitch will
automatically substitute the least power of 2 greaterrfean link

This algorithm is specific to Open vSwitch.
Only theiter_hash algorithm usesirg.
Itis an error ifmax_linkis greater than or equal to 2¥*bits
Conformance:
This is an OpenFie extension added in Open vSwitch 1.1.
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OTHER ACTIONS

The

The

conjunction action
Syntax:
conjunction(id, k/n)

This action allows for sophisticate@ddnjunctive match’ flows. Refer to‘Conjunctive Match Fields’in
ovs—fieldg7) for details.

A flow that has one or modnjunction actions may not ha any eher actions except farote actions.
Conformance:

Open vSwitch 2.4 introduced tlgenjunction action andconj_id field. They are Open vSwitchx@ensions
to OpenFlov.

note action
Syntax:
note:[hh...

This action does nothing at all. Openkloontrollers may use it to annotatevit® with more data than can
fit in a flov cookie.

The action may include gmumber of bytes represented ag bigits hh. Periods may separate pairs okhe
digits, for readability The note action’s format doesi’include an exact length for its payload, so the pro-
vided bytes will be padded on the right by enough bytes with value 0 t® thatotal number 6 more than
a multiple of 8.

Conformance:

This action is an extension to Openklimtroduced in Open vSwitch 1.1.

The sample action

Syntax:
sample@rgument.)

Samples packets and sends one samplevéoy sampled packet.
The followingargumenforms are accepted:

probability= padkets
The number of sampled packets out of 65535. Must be greater or equal to 1.

collector_set _id=d
The unsigned 32-bit integer identifier of the set of sample collectors to send sampled
packets to. Defaults to 0.

obs_domain_id=d
When sending samples to IPFIX collectors, the unsigned 32-bit integer @Xiserv
Domain ID sent ineery IPFIX flow record. Defaults to 0.

obs_point_id=d
When sending samples to IPFIX collectors, the unsigned 32-bit integer Observation Point
ID sent in @ery IPFIX flow record. Defaults to 0.

sampling_port=port
Sample packets oport, which should be the ingress or egress port. This option, which
was alded in Open vSwitch 2.5.90, alle the IPFIX implementation to exporgress
tunnel information.

ingress

egress Specifies explicitly that the packet is being sampled on ingress tgressefrom the
switch. IPFIX reports sent by Open vSwitch befogesion 2.5.90 did not include a direc-
tion. From 2.5.90 until 2.6.90, IPFIX reports inferred a direction fsampling_portif it
was the packt’s autput port, then the direction was reported as egress, otherwise as
ingress. Open vSwitch 2.6.90 introduced these options, which thioinferred direction
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to be werridden. This is particularly useful when the ingress @vess) port is not a tun-
nel.

Refer toovs-vswitchd.conf.dif5) for more details on configuring sample collector sets.
Conformance:

This action is an OpenRioextension added in Open vSwitch 2.4.
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INSTRUCTIONS
Every version of OpenFle includes actions. Openlol.1 introduced the highdevel, related concept of
instructions In OpenFlav 1.1 and lateractions within a flav are alvays encapsulated within an instruction.
Each flav has at most one instruction of each kind, which asewed in the following fixed order defined
in the OpenFle specification:

1. Meter
Apply—Actions
Clear—Actions
Write—Actions
Write—Metadata

o 0k~ w N

Stat-Trigger (not supported by Open vSwitch)
7. Goto—-Table

The most important instruction Bpply—Actions. This instruction encapsulatesyanumber of actions,
which the instruction »xecutes. Open vSwitch does notpécitly representApply—Actions. Instead, ay
action by itself is implicitly part of aApply—Actions instructions.

Open vSwitch syntax requires other instructions, if present, to be in the order listedQtherwise it will
flag an error.

The meter action and instruction
Syntax:
meter:meter_id

Apply metermeter_id If a meter band rate isxeeeded, the packet may be dropped, or modified, depending
on the meter band type.

Conformance:

OpenFlav 1.3 introduced theneter instruction. OpenFl 1.5 changesneter from an instruction to an
action.

Open vSwitch 2.0 introduced OpenWwigrotocol support for meters, but it did not include a datapath
implementation. Open vSwitch 2.7 added meter support to the userspace datapath. Open vSwitch 2.10
added meter support to the kernel datapath.

The clear_actions instruction
Syntax:
clear_actions

Clears the action set. Sé&ction Sets”, abwe, for more information.
Conformance:
OpenFlav 1.1 introducedtlear_actions Open vSwitch 2.1 added support tdear_actions

The write_actions instruction
Syntax:
write_actions(action..)

Adds eaclactionto the action set. The action set is carried betweentfibles and thenxecuted at the
end of the pipeline. Only certain actions may be written to the action setA8ten Sets”, abue, for
more information.

Conformance:
OpenFlav 1.1 introducedwrite_actions. Open vSwitch 2.1 added support ferite_actions.

The write_metadata instruction
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Syntax:
write_metadata:valug/mask

Updates the flo's metadatafield. If maskis omitted,metadatais set exactly twalue if maskis specified,
then a 1-bit ilfmaskindicates that the corresponding bitnretadatawill be replaced with the correspond-
ing bit from value Both value and maskare 64-bit values that are decimal by default; uSa prefix to
specify them in hexadecimal.

The metadatafield can also be matched in thewlltable and updated with actions suchsas fieldand
move.

Conformance:
OpenFlav 1.1 introducedwvrite_metadata. Open vSwitch 2.1 added support ferite_metadata.

The goto_table instruction
Syntax:
goto_tabletable

Jumps tdable as the ngt table in the process pipeline. The table may be a number between 0 and 254 or a
table name.

It is an error iftableis less than or equal to the table of thevftbat contains it; that igoto_table must
move forward in the OpenFle pipeline. Sincegoto_table must be the last instruction in auloit neve
leads to recursion. Thresubmit extension action is more flexible.

Conformance:
OpenFlav 1.1 introducedyoto_table Open vSwitch 2.1 added support fimto_table
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